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ABSTRACT

We have constructed a data-flow model of a genenu softwaie product in the
context of a prreral time-shyring environment.  In this madel, points of
control for cach product are defined for cach “systemn-event”, One of those
cvents is the deletion of a process (specifically, 1.OGOUD). “The curren?
mplementation of the activation of our logout driver (which calls
per-product logout functions) is weak. An unpnvileged user can exit the
system in a manncr which will bypass the activation of the logout dnver. By
the definition of our modcl, logout operations are not optional. A weak
activation of the logout driver is intalerarle. This stedy was undertaken to
determine the feasbility of implementing a robust logout drver activation.

This study established the feasibility of impicmenting
a robust logout dniver activation by:

l. proposing mechanisms on which a solid logout
driver activation can be based.

2. producing a functional prototype based on a
selection of these mechanisms.
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3. proposing the mechanism and general structure
of a production version.

4. outlining the course of action to produce
such a version.

A comparison of the advantages and disadvantages of
vanous avallable mechanisms is presented. Based on
the experience derived from the mechanisins for the
prototype, recommendations are made for the sclection
of mechanisms and stricture for an eventual production
version.

The considerations to be addressed by future cflorts
15 clearly and specifically defined. The major thrust
of the considerations 1s to evolve the current
functional prototype in order to mect design goals of
per-site flexibility, staying out of the way of
per-machince system programming, and providing the
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per-machine system programmer witn tools to interface
with the mechanism more cffectively than if the
programmer attempted to accomphish his task with
“vanilla® VMS.

2 Problem Analysis
2.1 Primary Objeclive
1

The primary objective of the study is to dctermine and
cventually implement a usable mechanism to foroe the
exccution of a system-wide logout command file.

The mechanism is to be hardy and non-defeatable by an
unpnvileped VMS uscr.

2.2 Decompenition of Primary Objective

The only common point of cxit for processes of all
types is through the VMS image rundown.  Process
deletron 18 a special, extended case of image rindown
in VMS systems. Therefore the first objective of the
study must he to intercept image rundown, amd
recognize the case of process deketion (rundown of the

process).
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Having intereepted process deketion, the process must
be restored to a state capable of defeating user
control and forang the execution of a normal DCL.
command fike in a normal user process context.

Having established a suitable environment, a mechanism
is roquired to foroe IXC1. to execute a system-wide
logout command procedure. (Simulate the
“{@oommand-file” hehavior).

The command file must have a mechanistn by which it can

request a process delction (without forcing its own
execution once again).

The procedure must be immediately available to the

process context, which means it must be permanently
mapped and not suffer the cffects of image nindown.

A mcthod for loading such an image must be developed.

In summary, to achicve a solution the following,
subproblems must be solved:

1. Dexign mechanism to interoept normal VMS
process deletion. (special case of image

rundown intcreeption).

2. Dexagn mechanism to recover process from
dclketion.

3. Ixsign mechanism to transfer control from
user to system-wide logout command procedure.

4. Seleet rundown mterceptor image residency.

5. Develop prototype nindown interceptor using
above mechanisms.

6. NDuvchop procedure to load rundown

ntcroeptor.

3 Discussion of Technical Issucs and Candidate
Solutions

The user 1s presumed to be intimately familiar with
VMS Internals for this maternial,

System-wide
(SO Space)

Change mode kernel
Change mode executive
Image Rundown
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EXESGL_USRCHMK
EXE$GL_USRCHME
EXESGL_USRUNDWN

3.1 Process Deletion Interception

In ordes to intereept process deletion for all

processes, control must be gained cach time VMS
deletes a process. VMS supplies the hooks necessary
for this through a dispatch vector mechanism descnibed
below.

3.1.1 VMS Dispatch Vectors.

YMS provides for the call of uscr-written routines at
pomntx entical in the VMS architecture: FFor each of
these cntical points VMS maintains two hooks:

l. System-wade vector pointer (S0 space).

2. Per-process vector pointer (P1 pointer page).

The critical points at which control is provided for
each of the hooks are:

. Change mode to kemnel dispatching. If the
VMS change mode to kernel dispatcher doces not
recognize a system service code, it will call
uscr-written dispatchers through the
system-wide pomter if it s non-zcro. If
the system-wide dispatcher dacs not roecognize
and handke the change mode code, user-wntten
dispatchers are called through the
PCI-Process pointer.

2. Change modc to executive dispatching,
Maspatchmg 1s handkd analogously to the
kemnel casc.

'

Y. Imnage rundown dispatching (process deketion
1s a speaial case of image rundown under
VMS). The per-process dispatch vector is
called through the per-process pointer. If
the system-wide dispatch pointer exists (1s
non-7ero) it is called. The vectors are
called exclusively by SYSSRUNDWN and by
SYS$DEI PRC.

‘The following are the symbolic namnes of the locations
of cach of these pomters.

Per-process
(Pl Space)

CTL$GL_USRCHMK
CTL$GL_USRCHME
CTL$GL_USRUNDWN



The system-wide pointers are not set by VMS, Therce is
no cstabliched protocol for their use. There s,
therefore, no chance of confhicting with VMS
operations in the use of these vectors.  However the
veetors are teuly system-wide and will be invoked by
any process. Any exclusions would bhave to be
dismissed by analyzing the calling eovironment at each
nvocahon.

The per-process vectors are used by the imnage
activator in mapping privikeged sharcable images.

This is the supported method for providing user
wriflen change mode dispatchers and rundown services
on a per-image basis.

The per-pracess pointers point to vector tables in P
spive. These are referred to as VMS dispatch vectors.,
The tables arc onc-half pape cach, located in two
contiguous pages. There is a fourth set of
pointersfvectors for message sections. ‘The fourth
table does not follow the format of the other three
described here.

The tables are not stnctly “jump tables”, but
min-routines composed of ISB instrctions to cach
prvileged dispatcher and terminating with an RSB
instruction. ‘The image activator adds a ISB
instruction to cach of the tables as required 1n the
encounter of any indtalled privileged sharcable image.
‘The number of such vectors is restricted by the gize
of the dispatch arca (256 bytes for cach table... 42
JSB sequences).

The image activator keeps track of the onginal
{(permanent) size of each vector table and, at image
rundown, over-writes the JISB op-code writien there at
image activation with the ongial RSB op-code. Thus,
at image rundown the vector table 18 reset to look as

it did before mnage activatwn,

It i3 possible in VMS V4.x systems to make these
vectors permanent by updating the location contaning,
the original size of the vector table to the size of

the table with the permanent vectors in place. (This
possibility did not exist under V3.x and carlier
systems. The vector tables in those systems were

resct to no vectors at cach image rundown.)

1.1.2 Sclection of Vector Mechanian

The use of the system-wule vectors offers the
following advantages.
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1. No VMS established protocol. There is little
chance of clashing with VMS's use of the
vector.

2. Per-process modificatsons are not necessary.
Once cstablished, the mindown intereeptor
will be activated for every rundown in the
context of cvery process, regardless of its
environment,

The disadvantages of system-wide vedtors are:

1. A protocol for usc of the vector wouk! have
to be cstablished. VMS’s use of the
per-process vector could serve as a
comvenent model for the protocol. making the
cflort straight-forward.

2. Since a logout commam procedure driver is
meaningful only to those processes which map
DCI., incligible processes would have 1o be
detected so no operation woulid be performed,
or an altermate image-based system-wide
logout be performed.

3. The use of the system wide vector woukd
require mapping the image into 80 rather than
P1 space, since each Pl space may have the
image mapped into different address ranges.
P1 space could be used to keep per-process
data. This would require a check on cach
activation to assure that the P1 data arca
has been inttialized, and the initialization
pesformed if it has not.

'
Per-prooess S0 allocated areas could also be
used, established on any acoess indicating
absenee of structure. ‘This approach
cssentially implements an exterwded PCB and
should be aceessed with similar protocol.

The per-process vectors offer the following
advantages:

1. They can be Joaded on per-process hasis by
the system-wide login pracedure as desired.
If the image is activatexd, it s cligible to
run. Fewer environmental detenminations are
nocessary.

2. Any Pl data area can be mapped at the same
time as the rundown image.



The per-process vectors offer the following
disadvantapes:

l. They use structures under the domain of the
image activalor.

2. Vector pointers are not copred to subprocess
by SYSESPAWN implying that the SYSSSPAWN
systemn service may have to be tampered with
to make the facility work for spawned
subprocesses.

There is some danger in sharing the same data arcas
with VMS'3 image activator, but the new provision for
permanent vectors is ckarly an intentional feature,
though not currently utilized by VMS. Should VMS
devebop uses for this feature that makes our use of #
impossible, we can fall-back on the system-wide vector
mechanism which is left entirely to the VAX owner.

Alternatcly, the vector itself could be revectored to

our own code which would be responsible for locating
and activating the irmage activator’s tables, kaving

the dispatch area solely under the domain of VMS image
activation and rundown logic. This is possible since

the image aclivator locates the dispatch arca through

Process recovery draws on an analogy between the
rundown dispatch mechanism and the search for
user-written chanpe mode handlers. If a change mode
handler docs not recognize a change mode code, it
performs and RSB which retums for the scarch for
other handlers. If the handler recognives the cade,

it branches to the routine which performs the
function. 1hat routine returns with a RET to the last
active call-frame which waz established by the change
maode exception dispatcher

‘The envisonment provided by the kernel mode AST for
process deketion coupled with the very carly call of
the rundown vectors by the SYSEDELPRC system service,
makes recovery of the process straight-forward. The
rundown interceptor is callesd by the SYSSDELPRC AST
with a JSB instruction. The VMS AST delivery
imechanism has called the delction AST code with a
CALLG nstruction. Conscquently, if the rundown
intereeptor retums via an RSB instruction, it will
return to the deletion AST which will comtinue through
process deketion. I, however, the facility retums
via a RITT instruction, control is passed back through
the last active call frame, i.c., ta the AST

* dispatcher which dismisses the AST, causing the
process to continue as though nothing had happened.

one pointer, CUTIA_DISPVEC and the VMS code which Before dismissing the AST ta abort process deletion

lls the veetors locates the particular dispatch
tablc through the per-process vectors. (It remains to
be strictly verified that the unage activator uses

the dekete pending bit in the process’s PCB must be
clearcd. This flag is also useful for verifying that
process delction i3 the reason that rindown has been

L SPVEC Hic v . ..
only CT1$A_DISPVEC, and not any of the specific vector requested for kemel mode. Tt is set by the minimal

pointcrs.)
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Since we arce using the dispatch area in a fashion
consistent with the architecture of VMS, it is

unhkely that an vnresolvable conflict will ocenr.
lHowever, it is important that contingency mechanisms
are avatlable.

3.2 Recovery from Process Deletion

code in SYSEDELPRC that is exccuted in the requester’s
context before queuing the kemel mode AST.

4

3.3 Forcing System-wide Logout Command Fike
Exccution.

Having aborted the deketion of the process, the
program must control ard foree execution of a
system-wide logout command fike. In other words the
intcreeplor muast cause DCLL 1o exccute an

When SYSSDELPRC is calked (from whatever process), the “f@command_fike” type command in the normal process

PCB of the target process is flagped as delcte pending
and a kerne] mode AST is declared.  Process deletion
always accurs in the context of the target process.
Deletion is accomplished through the AST even if the
requesting user 18 the same as the process targeted

for deletion.
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conlext, but beyond control of the process owner.

The usual way an image causes DCLL to execute such a
command is to call the run-time library procedure
LIBSIO COMMAND with the desired command a< an
argument. This procedure 1s speaifically constramed

to operate in user mexde. The interceptor runs in

kernel mwxde, and must return (o its caller in kernel
modc.



The goal 13 to get to user modc, perform the
LIBSDO_COMMAND functions and then restore the
environment and return to the caller. The code could
force it2 modce to user, perform its operation, and

then return to kernel through a spectal
change-made-to-kernel dispatcher. An alternate
mechanism was selected, however.

‘The process recovery routine of the intereeptor 18sues
a supervisor mode AST just before dismissing its own
kernel mode AST. It is the supervisor made AST tha
ik responsible for altering 1XCL.’s course to the logout
command procedure.

A supervisor mode AST was schected for the following
1easons’

I By naising mode as soon as possible, any
bugchecks incurred are process fatal, rather
than system fatal.

2. The conveniernee of SYSSDCT CMIT in altering
change-mode dispatching.

3. Ttis preferable to mun in the beast
privileped (highest) access mode as is
feamble.

4. It is “natural” to deal with Cl I data
slructures in supervisor mode, which is where
the CLI customanly runs.

Running in the context of the supervisor AST, the 1))
on the C1LEs input channel is canceled so that there
will be no conflict with outstanding

read-with- prompts. P
Then the AST establishes a user stack context (saving
any that is in place). This is done zince there 18 no
guarantee that a user mode stack exists. Refore
access riexde i< raised 1o user, a change mode to
supervisor handler 1s declared so that the mode can
Iater be lowered back to supervisor.

The processor mode is then artificially raised 1o user
by fabricating a PC/PSI, pair and performing an REEL
This proviuies the unusual situation of a supervisor
mode AST running m ner mode! A “@command
command 15 scnt o the ClI via the eallback routine
(SYS$CLD while in user mode.

The reason this uer made aperation it considered
atill part of the supervisor AST is that ASTACT level
ficld in the PCB is still xet to supervisor. This

level is used as a check to avotd spunous AST s,
Consequently, the AST dispatcher still sees an active
supervisor AST and protects it
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Note that the supported LIBSDO)_COMMAND procedure is
not used.  Tnstead the unsupported procedine, SYS$CT I,
which is used by LIBSDO COMMAND 1s used. This is due
to the fact that LIBSDO_COMMAND presiimes a "usual”
user mode mape and pedforms a call to SYSSEXTT o
rundown the image as a final act. There may not be an
image o mundown  our situation. 1 there is not,

the execution of SYSSEXIT will cause an “exit pending”

flag to he set causing the next user image to exit
immediately... an intolerable side-cffect.

Since the call to SYSS$CLL is modcled after the

supportad procedure, theee 12 Bittle danger in using,

the unsupported scnvee. I the CI T callback protocol

1s changed, it will be changed in LIB$DO COMMANID and
the interceptor’s axie can be chanped accordinply.

Fflectively, the procedure is supported “one step

removed ™. Fature versions may simply use

LIBYDO COMMAND followed by the unconditional cleaning
of the exit pending bit in the PCR.

The supervisor AS'T cannot be dismissed while in user
mode. Before chanping to uwer maode, a chanpge mode to
supervisor handler was declared. We thercfore perform
a CHMS instruction with the appropriate codde. If the
onde is not that expected, it is passed to any

previously declared handler. Otherwise, the previous
handler 13 formally reinstated, the stack is cleand

of the CIIMS arguments, the user stack is reset to s
original context, and the supervisor mode AST is
dismiswd.

As soon as the supervisor mode AST is dismissed., the
systern-wile command fike 18 run, as s<ctup by the €11
callback routine.

4
r
.

4

3.4 Delcting the Process after Command File
Exccution.

Having exccuted the system-wikle command file, there
must be a way of deleting the process which does not
cause the command file to be executed apain. The
prototype described in this paper sets a flag that the
CLI @ll-back has been made for this process. (The
flag resides in P1 space with the prototype’s coxde )

If the flag has been set. it means that the command
hle operation has previously been initiated, and the
intcreeplor retums to process deketion with an RSB
instruction.

Notc that a user could “pump” consceutive delete
process requests against his process from another
procese. In a production version the command-file
flag must be augmented by another which can he st



only from another image by someone with OPER or
other suitable privikege. This image would be invoked
as the last act of the command procedure. The image
can then set the appropriate privilege protected flag,
based on the history of the process (in kernel mode we
can get any privilege we want). Only when this flag
has heen set will the process resume deketion.  If the
command-file flag is set. the deletion AST will be
dizmissed, but no attempt will be made to initiate the
logout command procedure.

An operator’s utility should also be developed to
force deletion of a process, circurnventing or aborting

the logout procedures.

3.5 Image Residency

Itis important that the randown interceptor be in a
permanent segment of incmory which will survive across
image activation and rundown. Thig climinates 1)
space sinee 1t s destroyed entirely at cach image
rundown.

The two candidates are Pl space and S0 space.

Image munddown causes all Pl space beyond the address
contamed at CTL3GI._(CTT.BASVA to be deleted.
‘Thercfore, if the image is loaded by extending P1
space, then the value at CTLYGE_CEFLBASVA must he
changed to point to the new end of Pl space. This
makes the code permanently mapped to the process’s Pl
space.

s
I oading 80 space 1s Smply a matter of allocating
contiguous pages of paged or non-paged pool and
loading the image. S0 space MUST be used if the
system-wide VMS rundown interception vector is used.

3.6 Image Loading

The code to be executed is placed in Pl space by a PO
based image ({POIMAGE qualifier used in conjunction
with the link of the mapping image).

The create and map section system serviee, SYSSCRMI'SC
can be used to map any file into memory. It can be
mapped as a shareable or a private copy. This system
scrvice 1s used repeatedly by the image activator,
SYSHMGACT to map image sections piccemeal. The
easiest way to usc this service if to load an image

linked “/SYSTEM”", i.e., there is no image header.
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Since the interceptor must be stnctly
position-independent, it can not use general-mode
addresang, or external run-time imapes. If any
deseniptors are used. they must he imtialized at
run-time.

You may also use SYSSIMGACT to load the rundown
interpreter. “The image activator dacs not perform
merged activations directly into P, so a technique

used by VMS to map the CLT into Pl space is employed.
‘The image activator is invoked to merge the image into
") space for sizing purposes.  Having determined the

size of the image, the PO space is deleted and P1 s
cxpanded the appropniate number of pages. The image
activator is called again to explicitly map into the
expanded address range in PL

I'he advantages of SYSSCRMPSC arce:

. Itis a fully supported system service.

The disadvantages of SYSSCRMPSC arc:

1. The mindown interecptor must be strictly
position imdependent.

2. Iixternal images can not be activated or
accessed at run-time.

The advantages of SYSSIMGACT arc:

. Non-PIC codc is convertible to PIC by
SYS$IMGACT so descriptors and general mode
acdrpssing can be used frecly. (‘This
conversion is done via a call to a sister
system service, SYSSIMGEIX which is
considered part of the image activator,
though called scparately.)

2. Run-time librarics may be used (cantiously).

3. Page protection is automatically handled.

The dissdvantages of SYSSIMGACT are:

1. Ttis nol a supported system scrvice.
However, it i3 s0 ingrained in the haxic
architecture of VMS, that changes in
functionality causing incompatibility with
this application arc highly unlikcly.
Changes in calling protacol are more likely.



An carly version of the prototype used SYSSCRMPSC
system service. ‘The PIC code requiremnent was
unacceptably condraining.

The image activator is so powcerful a tool, that i<
usc is warranted in this particular instance, despite
its lack of formal support.

To isolatc image activator changes, a family of
utifity subruutines should be developed. Should the
image activator protocol change, only this family of
routines will have to be changed for maintenance.

1.7 LOGINOUT Inadequacy

VMS’s LOGINOUT image will not be usable for logout
since it closes the process permanent fikes

(SYSSOUTPUT, ctc.) before ealling SYSSEXTT from kernel

mode (which eventually calls SYSSDELPRC or

SYSSRUNDWN). Under this creumstance, the interceptor

still gets control, but has no communication channels
for running a logout command fike.

Command files typically make usce of these files. It

is unreasonable to expect logout components to make no
use of these standard fikes. ‘Therefore logouts must

be cffected by an image which calls SYSSDETPRC and
lcaves the files mtact. This will prowvide a wholly

normal process context in which the system-wide lopout
command fike may run.

It i3 natural to ask, "What is given up?”. The
LOGINOUT image makes calls to security audit software,
and docs a couple of other minor operations.

14
‘The important thing is that these operations are all
intrinsically optional. The LOGINOUT image can he
bypassed very simply by an UNPRIVII. EGED uscr by:

1. Issuing the DCL command “$ STOP/ID =07, or
2. Calling SYSSDEI.PRC from an image.
On the other hand, logout operations imphkemented

through the propused rundown intereeptor cannot be
bypassed by an unprvileged user.

4 Prototvpe Rundown Interceptor
A prototype rundown interceptor and loader has been

successfully implermnented using techniques deseribed in
the section on prablem discussion and solutions
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M WARNING M

The prototype code supplied on the DECUS tape and
described herein is stoctly expernimental and is
supplicd for demonstration purposes only. The

cucke has known deficiencies and is not intended

for production purposcs. The code is intended to

be used by system programmcers as a “template® for
studying the problem.



The per-process vectors were schected for the The interceptor works for:
prototype duc to the accessibility for development

purposcs, and so that the onde could be tested with 1. A top-level process.

others on the system. (Once a system-wile vector is

imtialized it is uscd for every process on the 2. A spawned subprocess,

system). ‘The use of the per-process vectors also

provided a familianty with the vector usage protocol 3. A top-kevel process which had delction

which can be used as a model of a protocol for requcsted by any other process.

system-wide vector usage, if desired.

P1 space was selected for the prototype for the case note that the message which marks resumption of
following reasons: supcnvisor mode will have to be moved to make the

third scenario operate.
1. Easxe of access.
Thoroughly commented source and build files are
2 Minimal perturbation to system duning test. supphed on the DECUS tape for this Symposium.
Details on the implementation algonthms are included
as well as procedures for building a “deno” modkl.
The loader uscs the image activator to load the
intcrceptor into Pl space and scts up the per-process
rundown dispatch vector to activate the rundown

intcrceptor.

The interceptor assumes that logout is performed by a
SYS$DELPRC system service call, rather than mnning

the LOGINOUT image. (The DCL. command “STOP/11D>=10"
equivalent).  An undcletable process will result of

normal logout is attempled.

Notc that the interceptor in the prototype is

activated from the image activator’s dispatch area. 5 Path to a Production Version.

When it dismisses the deletion AST, nonc of the

remaining vectors arc activated. This is not 5.1 Program Residency

tolerable for a production version. If PI dispatching

13 retaunced then the remaining vectprs can be A number of factors point to the desirabikity of using

activated by a JSB indirect on the stack pointer, or SO space rather than Pl space for the image.

they can be run and climinated by a eall to SYSSRUNDWN '

for user mode. If SO dispatching is employed, the Pl The primary factor is that the P1 vectors are a part

vectors have all been ealled and completed by the time of the image activator's data area. Prudence suggests

the interoeplor 1s activated. that we stay away from this arca if there is another
reasonable approach to accomplish the same thing. The

‘The prototype uses an overly simplistic mechanism for use of P] remdency would require the uxe of the Pl

resuming prooess deletion after command fike vectors.

execution. Sex the section on resumplion of deletion

for details. Another factor is that the SYSSSPAWN system serviee
does not copy extensions (o the parcnt process's

The prototype interceptor outputs messiges showing address space into its own. The SYSSSPAWN scrvice

significant cvents in its execution for demonstration starts with a new shell, initializes it, and then,

purposcs. through a serics of mailhox comsnunications between the

parcnt and spawnad process, the logical name tables
and CLI symbol tables are optionally copicd. If the
rundown interceptor were to be mapped in SO space, no
such problem cxists.
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A routine for mapping an image into SN paged or
non-paged pool must be developed. No tests have been
made of loading SO space with the image activator
however, it is anticipated that no major difficulty

will be encountered in its usc.

5.2 Vector Mechanism

This issuc is rclated to the image residency problem.
If the image is to reside in P space then the
per-process vector must be used, since uniform mapping

of Pl space across processes can NOT be presumed. On

the other hand 1if SO space 1s selected, then either
voctor can be used.  Howcever, per-process vectors are
not copied to a spawned subprocess.

Use of the SO vector is currently indicated. It is
desirable to avoid shanng the image activator’s data
arca. Per-process capabilitics can be provided by
keeping a list of per-process interoeption vectors as
m the image activators per-unage vectors. A set of
utilities can be developed to manage these data areas.

5.3 Environmentad Flexibility

Process deletion s invokabk m a number of fashwns,
only a few of which have been tested.  For example,
the situation of the deketion of a disconnected

process which has timed out must be investigated.
Tests on the availability of inputjoutput channels
must be made and appropriate contingency action
developed.

An inventory of process deletion scenanos must be
madce and appropnate special action (if any) developed
for each casec.

Some of the scenanos will require special
considerations in order o accommodate them. For
example, if a process is being deleted hecause of CPU
limit time-out, one or more optional procedures can
apply. On first cocounter, onc may artificially boost
the tune hmit cnough 10 initiate and finish logout
procedurcs. On second cnoounter, we know that our
estimate on the time for logout operations 13 wrong,
or that there 1s something scnously wrong with the
logout code or the machinc itself -- an crrorog entry
and continuation through delction 1s in order.
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5.4 Favor Mode Analysis

The system must be revisited to implement error-mode
detection and contingency operations (particularly in
considening the various scenanos of process deletion

as discussed above). In general, any crror mode must
proceed toward normal process deletion.

5.5 Program Structure
If the image activator ts used, 1t will be possible to
link at run-time to base functionality, allowing

independent mamtenance of functionad subsystems,
¢.g., process rundown and image rundown functions.

5.6 System Programming Guidelines

The implementation of the rundown micrceptor uses

wome of VMS’s onc-of-a-kind hooks. System programmers

may need to use the VMS faalities used by this
applhication. In order to do this a comprehensive sct
of system programming conventions and utilitics must
he developed to allow system programmers to achicve
the effect of the VMS hooks used by this application.
In fact, the resulting sct of tools could make the use
of those YMS facilitics casier than without the
application,

Protocols and conventions must be developed to
coordinate the usc of:

I. Pl and SO Spacc
!

2. PPl and SO Vectors

“

IPce-process data conventions and utilitics

4 Processor Register Conventions

5.7 Logout driver to repiace LOGINOUT

A logout driver must be developed to emulate the

user-interface of 1. OGINOQUT. However, the new dnver

will not close process permanent 1/() channcls.
Extended features can be developed, e.g., ckear the
screen as a final act beaving no print on the screen
whatsoever.



The new driver will terminate the process via a call
to SYS$DEILPRC.

Investigations inte running LOGINOUT at the end of the
command procedure will be made. The image could be
peotected from direct operation through ACL's

specially constructed to allow access during login and
post-logout-file operation only.
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APPENDIX A

STRUCTURE OF RUNDOWN INTERCEPTOR

The following structure chart outlines the call structure of the
rundown interceptor.
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Rundown Interceptor Prototype Call Structure

November 1985
A
vms s R «
-, ~. ; //
IPL ™. L7
2 N Image Activator
SOCLAST '\‘ Rundown Vector 4 -
4 N : SN e ““‘sss
v + ~ . : - Perform
— " Perform Per Image
. ertform er Image ‘Ir a_c-)wn N
(Original EG Rundown Rundown 1 un —
Change Mode —* —
Handler) e \‘\\‘
4 Rundown // “~\_~\
ap Kernel o A Pa
Mode T Rundown
’, User
¥ System-wide Mode

A A Logout 1

Force Command_ | Rundown Command File :

File Execution Proceds . ‘
' - McKinney DCS
(User Mode Output System Support

Portion) \ Image

SCLI o DCL Name Larry L. Johnson

SDCLCMH |
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*xw Notes to * k¥
e & % Rundown Interceptor bl
* %k Structure Chart * & %

hhhkbhkhdbhthktdkhbhbhhbhhrhdhdhdhdhdhdtid

Module descriptions are found in the code listings. Modules formatted
"Sname"” are standard VMS system scrvices SYS$name.

The SYSSRUNDWN system scrvice is not supported. 1t is shown here to
describe its role.

The VMS_ ASTDEL module is actually part of the VMS executive, the
Asynchronous System Trap Delivery Mechanism. It is shown here to
describe its role.

The SYSSCLI service is unsupported. Its use is modeled after the
LIBSDO COMMAND procedure of the VMS run-time library.

The DCL module shows the CLI s role in the command file activation.
It represents the command interpreter.

AR EERXATNRENTATRANIA AN T NN TN R AN

*** Structure Chart Legend ***
I EEZ R EZ ST E SRS R RS E SRR SR EEE R RN ]

A. So0lid lines indicate activation via VMS Procedure Calling
Standard (CALLx/RET), except for the activation of the
command procedure by DCL which is the usual "@command-file”
activation.

B. Dashed lines indicate activation by a JSB protocol.

C. The dash-dot line indicates the issue of the RET to the last
active call frame by a procedure which was actually called
under the JSB protocol. !

D. Triangular "hats"™ on modules indicate lexical inclusion
within the subordinate, i.e., they are in the same compile

module.

E. S$DELPRC invocation (A) is the last act of system-wide logout
command procedure.
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LAYOUT OF VMS Pl DISPATCH VECTOR AREA

APFENDIX B

VMS Dispatch Vector Data Structures

———_{vectorsize) __ _ |

[: cTisa_ DispveC ]

Per-imac: change Mode to |
Kernel Vectors
(256 bytes)

p— — - - - st 2 - .- — —

Executive Vectors
(256 bytes)

b — — - - ——— T L g Y —

Per-image change Mode to  |<e—

Per-image Rundown Vectors |«
(256 bytes)

Per-image Message Sections
(256 bytes)

[ Typical Detail of All Except
_ Message Sections

et I —

[- cniseL USRCHMK |

|: CTLSGL_USRCHME |

|: CTLSGL_USRUNDWN |
[-1acsaw_vecser |
: IACSAW_VECRESET |

Arrays - one element for each vector
VECSET contains’sjze of active portion of vector
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(offset to terminating RSB)
VECRESET contains original size of vector
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APPENDIX C

LISTINGS OF RUNDOWN INTERCEPTOR

457




APPENDIX D

LISTINGS OF RUNDOWN INTERCEPTOR LOADER
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APPENDIX E

LISTINGS OF MESSAGE FILES
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